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Shibbolizace DSpace
IISpace'

Shibboleth.

DSpace jako service provider, Shibboleth jako SSO.
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Zakladni informace

@ DSpace verze 1.5.x a vyssi
@ Apache HTTP server (2.2.x) + Shibboleth modul

Z3akladni zdroje:

https://mams.melcoe.mq.edu.au/zope/mams/pubs/Installation/dspacelb/view
https://www.eduid.cz/wiki/cztestfed/howto/sp2/index
Ve stable verzi (1.6.2) neumi DSpace Shibboleth nativné (pres

knihovny v Javé), ale je nutné pouzit Apache Server jako SP.
DSpace pak pouziva posilané hlavicky.

V budoucich verzich (?) snad nativni podpora.
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Zakladni prehled nastaveni

instalace SP v rdmci Apache HTTP serveru

°
@ napojeni Apache na Tomcat (mod_proxy, mod_jk)
@ konfigurace serveru Tomcat

°

konfigurace DSpace (dspace.cfg)
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Instalace SP v Apache

@ nainstalovat webovy server Apache

@ nainstalovat software pro Shibboleth (SP)

@ default nastaveni SP pro Apache nema nastaveno posilani
nékterych pro DSpace dilezZitych atributi, které je nutné
odkomentovat v souboru attribute-map.xml:

e mail

o givenName
@ sn
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Apache HTTP server + Tomcat

@ DSpace béZi na serveru Tomcat (nebo podobném)

@ pro Shibboleth v DSpace je NUTNE napojit Tomcat na
Apache

@ DSpace jako virtudlni server v Apache (http i https)

e Apache jako klasicka reverzni proxy (mod_proxy)
o vyuziti protokolu AJP 1.3 (mod_jk)
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Vychozi nastaveni

@ pro nasledujici ukdzky konfigurace predpokladejme, ze
e Tomcat i Apache bézi na tomtéz lokalnim serveru
o DSpace béZi na serveru Tomcat s adresou 127.0.0.1
(localhost) port 8080
o hlavni aplikace (napf. jspui) je v kofenu (tedy
http://localhost:8080/) — nastaveni napf. pres
<Context path="" docBase="jspui" />
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Apache jako klasicka proxy

<VirtualHost dspace.muni.cz:443>

ProxyPass /Shibboleth.sso !

<Location /shibboleth-login>
AuthType shibboleth
ShibRequireSession On
ShibUseHeaders On
Require valid-user
</Location>

<Location />
ProxyPass http://127.0.0.1:8080/
ProxyPassReverse http://127.0.0.1:8080/
</Location>
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Konfigurace pres protokol AJP

Worker je pojmenovany tomcat (viz dale). V Apache nutné
nahrat modul mod_jk.

<VirtualHost dspace.muni.cz:443>

JkMount /* tomcat

JkUnMount /Shibboleth.sso/* tomcat
JkUnMount /shibboleth tomcat
JkUnMount /shibboleth-sp/* tomcat

<Location /shibboleth-login>
AuthType shibboleth
ShibRequireSession On
ShibUseHeaders On
Require valid-user
</Location>
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Konfigurace pres protokol AJP I

V souboru ${TOMCAT}/conf/workers.properties nastavit
worker:

workers.tomcat_home=/opt/tomcat/
worker.list=tomcat
worker.default.port=8009
worker.default.host=localhost
worker.default.type=ajpl3
worker.default.lbfactor=1
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Konfigurace pres protokol AJP IlI

V souboru ${TOMCAT}/conf/server.xml nastavit AJP:

<Service name="Catalina">

<Connector

port="8009"
protocol="AJP/1.3"
redirectPort="443"
tomcatAuthentication="false"
address="127.0.0.1"
URIEncoding="UTF-8" />
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DSpace a Shibboleth — co to umi?

@ nastaveni poradi autentiza¢nich metod (neni nutné pouzit
vyluéné jednu)

@ nacteni mailu (povinné), jméno, pfijmeni

@ autoregistrace

@ definovani roli dle affiliation (groups)
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Nastaveni DSpace

@ konfiguraéni soubor ${DSPACE}/config/dspace.cfg

o direktivy authentication.shib.*

Nastaveni poradi autentizace (Shibboleth a default auth):

plugin.sequence.org.dspace.authenticate.AuthenticationMethod =
org.dspace.authenticate.ShibAuthentication,
org.dspace.authenticate.PasswordAuthentication
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Nastaveni DSpace |l

Nastaveni zakladnich atributl predavanych serverem (hlavicky)
- dle SP attribute-map.xml:

@ authentication.shib.email-header = mail

@ authentication.shib.firstname-header = givenName

@ authentication.shib.lastname-header = sn
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Nastaveni DSpace Il

Dalsi nastaveni (pouziti autentiza¢niho systému Tomcatu,
nastaveni autoregistrace, nastaveni session):

@ authentication.shib.email-use-tomcat-remote-user =
false

@ authentication.shib.autoregister = true

@ webui.session.invalidate = false
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Nastaveni DSpace IV

Nastaveni roli — je mozné pouzit scoped i unscoped affiliation.
Scoped affiliation se ofezdva (member@muni.cz — member).

@ authentication.shib.role-header = unscoped-affiliation
@ authentication.shib.role-header.ignore-scope = false

@ pouzijeme-li scoped affiliation, pak nastavit na true
@ webui.session.invalidate = false

@ doporuceno vyvojari
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Nastaveni DSpace V

Nastaveni default roli (selze-li naéteni affiliation):

@ authentication.shib.default-roles = member
Prifazeni dle role do skupiny (group):

@ authentication.shib.role.member = MEMBER_MUNI

@ authentication.shib.role.employee = EMPLOYEE_MUNI
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Problémy

@ Spatné predavani UTF-8 znak( u atributil sn a
givenName
o jednd se o bug ve stable verzi 1.6.2 (a mensi)
o hlavi¢ky posilané v ISO-8859-1 nejsou konvertovany

e nutné pro fname a sname provést v souboru
ShibAuthentication. java:

new String(prom.getBytes("iso-8859-1"),"utf-8");

@ s doporucenym nastavenim nefunguje spravné prirazovani
skupin dle affiliation

e pravdépodobné bug
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Dékuji za pozornost.
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